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1. Introduction



Background

The information you send on the Internet is passed from computer to computer to get to the 

destination server. Any computer in between you and the server can see your personal details, 

and other sensitive information if it is not encrypted with an SSL certificate. When an SSL 

certificate is used, the information becomes unreadable to everyone except for the server you 

are sending the information to. This protects it from hackers and identity thieves.

As a consequence, the growing adoption of SSL protocols to encrypt Internet communication is 

providing cyber criminals with more means to evade detection. Sangfor NGAF can inspect 

HTTPS traffic by acting as a man in the middle.



Scenario

There are two scenario of SSL decryption.

1. Decrypt data to internal server from the Internet. 2. Decrypt data to the Internet from the LAN

HTTPS

HTTPS

HTTPHTTPS
HTTPHTTPS

Client access the inside HTTPS server with 

decryption inspection to protect the inside 

server. 

Client access the external HTTPS server 

with decryption inspection to protect the 

internal host. 



2. Decrypt data to internal server



Decrypt data to internal server from the Internet

The client hand shake with NGAF at first, after the handshake is successful, NGAF initiates 

the SSL connection with the real server (NGAF is the client). When the handshake succeded, 

NGAF accepts and decrypts the data client sent, the decrypted data will be sent to the WAF and 

other functions for inspection. If found attack, them block, otherwise forward the data to server. 

It’s the same way to handle the data replied from server.

Theory

But NGAF certificate is not in the browser Trusted Root Certification Authorizes list, we 

should import the server certificate to NGAF.



Import the server 

certificate

SSL Connection

SSL Connection

Send data to server

else forward to the server 

Inspect the traffic

if contained the risk, block

Send data to Client
Inspect the traffic

if contained the risk, block

else forward to the client

Client Server

As serverAs client As server As client

Decrypt data to internal server from the Internet

Theory



Decrypt data to internal server

Server scenario need to fill in the source zone, source IP group,  server IP and port, as well as 

to add the server's certificate, the default with the Default certificate.

(NGAF certificate is not in the 

browser Trusted Root 

Certification Authorizes list, 

browser will pop up an alert 

webpage. It needs to import the 

server certificate to NGAF.)

Setting server protection scenarios 

require customer to provide public 

key and private key, and if there is 

a password, it is also need to be 

provided provide a password (the 

specific format will be described 

below)



Decrypt data to internal server

How to import the server certificate?



Decrypt data to internal server

1.  Import Certificate

.pfx, .p12, these two certificates are a combination of public key and private key 

(It only can be decrypted by importing public key and private key )

openssl pkcs12 -export -in server.crt -inkey server.key -out server.pfx

You can export the certificate from the server as below:



Decrypt data to internal server

2.  Self-signed Certificate

Self-signed certificate is certificate generated by ourselves acting as a CA(This certificate is 

not in the browser Trusted Root Certification Authorizes list, so it is illegal). Browser will 

pop up a alert webpage if match the policy used this certificate, so generally we do not use it.



Decrypt data to internal server

3.  Import Public/Private Key

It can be imported by a pair of Public Key and Private Key.

The format of Public Key can be pem, der, crt;

The format of Private Key can be pem, der, cakey;

Crt and cakey can not be imported directly, could copy the text and paste the text at Text.



3. Decrypt data to internet from LAN



When client PC initiate an SSL connection request, NGAF device will act as proxy server 

and send request to SSL server on behave of client PC, and after connection establish, 

NGAF will reply to the request of client PC.

NGAF device act as SSL server (for client PC) and as client (for external SSL server). 

Therefore, client PC and NGAF connection is encrypted using NGAF SSL certificate but 

the connection between NGAF and external SSL server is using SSL server's certificate to 

encrypt the data. Thus, client PC will see the certificate is issued by NGAF but not from the 

original SSL server.

Theory

Decrypt data to the Internet from the LAN



Install the NGAF 

certificate

SSL Connection

SSL Connection

Request data to server

else forward data to the server 

Inspect the traffic

if match the policy, do corresponding action

Reply data to Client
Inspect the traffic

if match the policy, do corresponding action

else forward data to the client 

Client Server
As client As Server As client As ServerSSL hello

SSL hello

Decrypt data to the Internet from the LAN

Theory



Decrypt data to the Internet from the LAN

User protection scenario need to fill in the source zone, source IP group,  websites to be decrypted.

Compared with server protection, there is no certificate could be selected, but clients need to be 

installed the certificate to eliminate the security alert on browser due to NGAF certificate is not in 

the browser Trusted Root Certification Authorizes list.



Decrypt data to the Internet from the LAN

There are usually no more than 1 client in the network, How to distribute the certificate to 

all clients?

1. Prompt on web browser

2. AD domain

3. User authentication 

There are three ways:



Decrypt data to the Internet from the LAN

1.  Prompt on web browser

Set the URL to prompt the certificate

Client can get the download link on the top of website when you visit it.



Decrypt data to the Internet from the LAN

2.  AD domain

If customer has the domain, it is a good way to distribute the certificate. 

Add a Group Policy to import the certificate from NGAF to Trusted Root Certification 

Authorities, them update the Group Policy to all domain user by ‘gpupdate’.



Decrypt data to the Internet from the LAN

3.  User authentication 

Installed the certificate is combined with the user authentication by enable the following 

option, forcing user to install the certificate.



Decrypt data to internal server

Effect of forcing to install the certificate.

Not Enable Enable 

If the certificate has not been installed, 

user can not input the password.



4. HSTS



HSTS

HSTS (HTTP Strict Transport Security) is a web security policy mechanism. It can help 

protect websites against SSL-stripping man-in-the-middle attacks. If the security of the 

connection cannot be ensured (e.g. the server's TLS certificate is not trusted), show an error 

message and do not allow the user to access the web application as below.



HSTS
If it is a non-HSTS website and client do not import the NGAF certificate to browser, we 

can click the ‘Continue to this website(not recommended)’ to browse it

But if client do not install the certificate, there is no option to browse.



HSTS

There is a built-in HSTS websites list excluded in NGAF to avoid decryption enabled and 

certificate without installation.

Notice: If you want to decrypt the HSTS website, the certificate must be installed at first.



Decryption verified

How to check whether decryption is successful? 

Server Scenario 

Internet Access Scenario 

Test an attack for HTTPS traffic and check whether NGAF can block and log it.

Check whether the ‘issued by’ of HTTPS website certificate is Sangfor. 

Test an attack for HTTPS traffic and check whether NGAF can block and log it.
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