S SANGFOR

Sangfor Endpoint Secure Required Network Accesses for Cloud
Management Console

Dear valued customer:

Thanks for choosing Sangfor Endpoint Secure. Sangfor Endpoint Secure can help you enhance the
client & server security protection, detection, and response capabilities against known & unknown
threats.

If your Endpoint Secure management console is SaaS-based, specific URLs/IPs/ports are required to
ensure the operations. This letter will clarify the URLs/IPs/ports information.

The URLs/IPs/ports need to be allowed listed below:

Domain Name IP Address Port Functionality
x.sangfor.com Dynamic via CDN 443 Management portal login
edrsaas.sangfor.com 23.99.100.117 8083,443,54120,80 SaaS EDR Platform
edrlinkage.sangfor.com 20.187.104.127 443 Saa$ EDR linkage with local device

It depends on the
N/A 13.94.16.103 Syslog synchronization
customer's Syslog server

Saa$S Endpoint Secure manager

edragent.sangfor.com 23.99.100.117 8083,443,54120, 80
communication with the agents
upd.sangfor.com Dynamic via CDN
For Vulnerability patches, Antivirus
download.sangfor.com Dynamic via CDN 443,80
database update
download.sangfor.com.cn Dynamic via CDN

Make Your Digital Transformation Simpler and More Secure

Sangfor Technologies (Hong Kong) Limited
Unit 04, 6/F, Greenfield Tower, Concordia Plaza, No.1 Science Museum Road Tsim Sha Tsui East, Hong Kong

T.: +60 12711 7129 (7511) | E.: sales@sangfor.com | W.: www.sangfor.com



S SANGFOR

Domain Name IP Address Port Functionality

Download the Windows OS patch

download.windowsupdate.com | Dynamic via CDN 443,80 (Windows patch will be

downloaded from this link

clt.sangfor.com Dynamic via CDN 443,80 Cloud-based threat file check.

Above is the latest information. For any further changes, Sangfor team will notify you in advance.
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