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Preface

About This Document
This document introduces how to deploy Cyber Command 3.0.50C.

Product Version

Cyber Command 3.0.50C

This document will be updated when configuration is changed in new versions.
Intended Readers

o Network design engineer

. O&M personnel

Revision History

The revision history includes each document update. The latest document version contains

updates from all previous document versions.

01 2021-4-29 This is the first release of this document.

Technical Support

Email: support@sangfor.com
Official Community: community.sangfor.com
International Service Centre: +60 127-117-129(7511)

Official Website: www.sangfor.com

Feedback

If you have any suggestions or comments for this document, you are welcomed to contact

us in the following ways:

. Sangfor Community: https://community.sangfor.com
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. Contact local Sangfor office

. After-Sales Support: +60 127-117-129(7511)
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1. Overview

1.1. About This Version

1.1.1. What Is New

®New: The Licensing module is reconstructed.

The administrator can export the device inofo and send it to the device supplier to obtain the

offline license key file

1. Go to the Licensing module, export and save the device information.

@CyberCommand @D  jome  Response  Detection  Assets  Reports  More =

- |

Activation

Get Device Int Apply License Key File Import License Key File

Click the button below to import the license key file to completa licensing.

" =3

fo
3

| Basics

I Basic Licenses.

Platform License Software Upgrade License Database Upgrade License
| *
| PJ =
| Function Module Licenses
Device Correlation License Multi-Function License
& 5
L]

2. Send the device information file to device supplier and you can receive the license
file.

3.Go to Licensing module on Cyber Command, and import the obtained license file to
get licensed.
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@CyberCommand @  ome Response  Detection  Assets  Reports  More =

= Com vices Activation

Apply License Key Fi Import License Key File

| Basics

| Basic Licenses

Platform License Software Upgrade License Database Upgrade License

- m
= us

s

| Function Module Licenses

®New: This version can be deployed on VMware ESXi.

This version can be deployed on VMware EXSi by using Cyber Command 3.0.50C
iso file.

®New: Two-factor authentication

When logging in, users not only need to enter their password and CAPTCHA, but also need to
verify OTP.

1.To set up OTP for the super admin, go to System > Admin Account, and edit the
admin account.

Then, choose "Password+OTP" as the authentication policy, enter the administrator password
and set up OTP authentication.

New Refresh Login Management | Password Security Policy
&
No.  Username D Edi Credential Required Oune: Status Operat
v Cha
EET To
L pas
1. edit account
Rol |
Des
Administrative Realm ~ Permission
n ol d:01P -
2select password + OTP
ot P Set up OTP Authentication
1P Address: Only the following are allowed to log in
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Cyber Command 3.0.50C Deployment Guide

Install Authentication App

1. When logging in, a super admin not only needs to enter the password and
CAPTCHA, but also needs to verify OTP generated by Google Authenticator.

OTP Authentication

®New: Import certificate

Import a certificate to solve loss and theft of the data transmitted by the browser.

Confidentiality Level: Public in project team 3
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sysem ‘

B Correlated Devices 3 Web Ut Mail Server D SMS Service System Time Centificate
@ system i 1 Import Certificate
Admin Account Type: PFX i ]
P
i ot 7
P12
Network * Password: o
crt+ key
g L PEM
(O Successhully »
. . server and rafresh the page, The platform cannot be used
Logging Options :
disrng that time
L Update >
2y Maintenance >
82 Databases >

®New: Connect FortiGate
Block access from risky IP addresses for more security.

1. Go to the Correlated Devices page and add a FortiGate device.

2. Go to the Response page and set response policies
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Mew add response policies.

@

Conditions

an

B Compramised

Trajan Warm Vi Blended Atiack
Code Injection Cryptomining Ramsamware Qther Maliceus Pr...
Cyber Attack
Scanning & Eaverd.. Exploit DoS Attack. Backdesr Attack Phishing
Interierence Brute-Force Attock || Other Cyber Attock
Data Do
Dsta Tamsring

Other Data Damage.

New

Condtions

& Al wvent v

hotin
infected. Enable threat scan to clean up virus-infected fles.

‘ ) &@ Correlated Block

Block al cutbound accesses from & specific host of Inbound accesses 1o that host,

Access Control @D
Prevent.a speciic hostfrom accessing specifed P address and por to block sbrormal and atack behaviors:

32 Threatscan GED
>

Stan & full quick scan on host ard quarantine st detected malicious fles

?‘3 Forensics

Perfoem forensic investiqation against a mefious domain to locate which parent or chid process accesses that domain

el o

New

[ (]
Conditions Fespanse.

Corelated Block
Device: () Sangfor NGAF

7 sangfer endpaint securs (D)
© Foriinet FortiGate

1P address | FortiGatel

Caneel
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Response “

5 Risky Servers WV tubs @ Datie  C Rekeh Seusch

O Risky Hosts Folcy Source s Fredetined | Custom  Stotur: [ EI ravied  Oicabied | schedule Il ~av  cusom OB

B Risky Security Domains Moo Meme Applcsble Objects  Response Device il Action Folicy Source Hits© Scheduie Time Ugdsied Status Operation

I TR S - e s oo oo
2 Bowst 18 Groups Accecs Comtrol T, Endpomnt Secure  Quaraniine gnare.  Predefined 0 Customi2200-08.00) 2191016233257 Diabled Enstle  Deleie

[ FixHistory 3 Trgan 18 Groups Theest Scan Enpoint Securs Duaraniine, lgnare  Predeiined O Customi2200-08.00) 2191016233257 Diabled Enstle  Delete
4 wem 1P Groups ceessControl T, Endpeiot Secure Cuarantns, ignore Predefined 0 Cumomiz200.0800) 191016232287 Diabled Ensble  Delete
3 Vi 1# Groups cesss Control T, Endpciot Securs Quarantine, ignore Pradefined 0 Cumomiz200.0600) 191018233287 Ensble  Delete
6 lndedAnck P Groups Beomsing ik No. 1431 . Fredefinnd 0 Alwar 2191016233257 Oiabled Eable  Delete
7 Codelnjecton ® Groups Browsing Risk No.. 1AM . Predefined 0 Always 2019-10-16233257  Dissbled Enable
8 Coptomining ® Groups Aeens Comtrol T, Endpont Secure  Quarantine nore Sredefined 0 CustomiZz00-0620) 191016233257 Dinabled Ensble  Delete
5 Ravsommare 17 Groups Aesees Comtrol T, Endpont Secure  Quaraniine gmore Sredefined 0 Customi2z00-0600) 191016233257 Diobledt Enable Delste
10 Othes Malicious 2. 1P Groups Sroming Rk Now. 1AM, Endpoint Se..  Quarantine ignare.  Predfined O Customi2z00-0600) 2191016233257 Dinabled Enstle  Delete
1 Sconning and Eav.. 1P Groups Broning Rk Mo 14 - Predefined 0 Ay 194016233257 Dinsbied Ensble  Delete
2 Epr 1P Groups ceessControl T, Endpeint Secure Quarontne, ignore Predefined 0 Cusomi22009800) 191016233257 Disbied Ensble  Delete
13 Dot Arack 1P Groups Theeat San Endpciot Socure Cuarontns, ignore Predefined 0 Cusomi2200.0800) 191016232257 Disbled Ensble  Delete
W Backdooramack  IPGroups Theeat Scan Endpcint Socurs Quarantne, ignore Predefined 0 Cumomiz200.0000) 191018233287 Oiabled Ensble  Delete
1 Phisking # Groups Thesat Sean CndpintSecurs Quarantine, nors Pradeined 0 Cumomiz200-0600) 20191016 233257 Esble  Delete
6 itedrence ® Gioups Thesst scan Endpoitsecurs  Quarantios, gnore  Predefinad 0 Customizz00-0800) 191016233257 Disabled Ensble

3. More > Toolkit > Correlated Response

Correlated Response Data Sharing
*

Once giscovering risky endpaints, correlate to your A Yl ek ceta more valusble by opening and sharing them

security devices Ilke firswall and EDR, and lsalate the via RESTH. AP,

endpoints quickly to minimize the damage. R
{ Desailz
L _

(_Detaity

Add Correlated Addrass Black
example
e ot
P location @ Groups [
Banet 1
ForiGatet

select device
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Comrelated Response

Correlated Response  «

@ NGAF

. +New %D C Refresh

@ Endpoint Secure > Mo | Ao

[IERERE]

Crested

2021.04.26 1136

4. Enable or disable correlated response based on security events.

Correlated Rasponse

X
-

up virua-infectad Fles.

4

‘ ® % Correlated Block
Access Control
Prevent fic host f

;“? Threat Scan @ED

Start

st is infected. Enable threst scan to cheen

10 block sbrormsl and attack behavion

Correlated Block

Remarks:
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Corelated Respanse

Asset IP:3.1.1.5

Correlated Block

1.1.2. Others

None

1.1.3. Connection with Third-Party Products

Third-party products can be connected with APIs.

1.2. Deployment Impacts

The installation may take 1.5 hours.
1.2.1. Impacts on Business
None
1.2.2. Impacts on O&M
I1SO installation may take 1.5 hours.
1.2.3. Impacts on Network

Deployment in bypass mode will have no impacts on network.
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1.2.4. Others

None

1.3. Deployment Preparation Related to Customers

1.3.1. Resources Required for Deployment

1. You need to access to the VMware cloud environment of the customer and be familiar

with the customer's network configuration.

2. Uploading the image to the cloud platform may take 50 minutes, and the entire

deployment may take 1.5 hours.

3. The deployment environment should have enough resources and space (at least

8C32G+128G+4T).

1.3.2. Deployment Notification

1. The English version of 3.0.50C image can only be deployed in VMware virtual

environment and cannot be deployed with physical hardware.

2. Deployment of 3.0.50C English version is only compatible with VMware ESXI5.0
\VMware ESXI 6.0\WVMware ESXI 7.0

3. The following cpu models are measured: (Include but not

limited):

48 CPUs x Intel(R) Xeon(R) Gold 5220R CPU @ 2.20GHz

28 CPUs x Intel(R) Xeon(R) CPU E5-2680 v4 @ 2.40GHz

44 CPUs x Intel(R) Xeon(R) CPU E5-2699 v4 @ 2.20GHz

20 CPUs x Intel(R) Xeon(R) Silver 4210 CPU @ 2.20GHz

4. The English version of 3.0.50C can only support the following configuration:

Configuration

Confidentiality Level: Public in project team
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Scenario Supported Memory |CPU Disk NICs
Virtual Environment
Deployment
System:
128G
Yes 32G 8 cores Data: 4T |4
System:
128G
Yes 96G 32 cores Data: 4T |4
System:
128G
Yes 128G 40 cores Data: 4T |4
System:
. 128G
VMware ESXi
5.0.0/6.0.0/7.0.0 Yes 256G 40cores Data: 4T |4
Physical Hardware
Deployment No

1.4. Deployment Process

®Prepare the 1SO image of Cyber Command 3.0.50C.

®Import the image, configure environment and start auto installation. This may take 1.5 hours.

1.5. Business Verification After Deployment

1. Check whether you can log in normally without errors displayed.
2. If STA is connected, go to Logs page to check whether new logs are generated constantly.

3. Check as required whether customer business is normal.
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1.6. Rollback

None
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2. Deployment Instruction

2.1. Preparation Before Deployment

2.1.1. Deployment Tools
Prepare the ISO image of Cyber Command 3.0.50C.
2.1.2. Deployment Environment
None
2.1.3. Customer Resources

Refer to the chapter Deployment Preparation Related to Customers.

2.2. Confirmation Before Deployment

Refer to the chapter Deployment Impacts.

2.3. Deployment Procedure

2.3.1. Deployment Procedure

1. Cyber Command 3.0.50C Deployment

Step 1: Get the 1SO image of 3.0.50C and import it to the customer's VMware cloud

environment.

Step 2: Configure the virtual machine. Select 1SO image of 3.0.50C for the virtual
CD/DVD drive.

Step 3: Power on the virtual machine and select automatic installation

Step 4: Wait for the system to install automatically.

2. VMware esxi Deployment

Confidentiality Level: Public in project team 12



Cyber Command 3.0.50C Deployment Guide

1.1 Upload the obtained image to VMware, which may take about 50 minutes.

{h Copy 23 Creste o

[5 Deiste (3 Move

3 (datavaset] 1SO

1.2 Create a new virtual machine.

ware ESXi

Select the option of creating a new virtual machine.

&0 New virtual machine

“I% Navigator ol & in - Virtual
+ [ Host
e e Powe Powe =nd | (@ Refresh | A
Maonitor (.| virtual machine ~ | Status ~ | Used space ~ | Guest0S
O/ & test_zbb © Normal 372 GB Centos 7 (6«
- @ 10.222.88.33 O/ & 49c-1-wy @ Normal 628 GB CenloS 6 (6
WMonitor O & 3048 @ Normal 81678 CentOS 7 (6
- @ 10.222.88.61 O| @ 1022288 66 @ Normal 11378 CentOS 7 (6
Monitor O | & 102228833 @ Normal 21478 Cent0S 7 (6:
More VMs... O/ & 102228861 1, Waming 648.08 GB CentOS 7 (6
~ [ storage O | @& 3.025¢ @ Normal 628 GB Cent0S 7 (6«
© (2] e O/ @ 10.222.124.132_cgh @ Normal 39494 GB Centos 7 (5
Monitor 0| @ 102228859 @ Normal 628 GB Centos 7 (6

R'd 1 Select creation type

2 Select a name and guest 08

Select creation type

How would you like to create a Virtual Machine?

3 Select storage
4 Customize settings
5 Ready to complete

Create a new virtual machine
Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

Thiz option guides you through creating a new virtual
machine. You will be able to customize processors, memory,
network connections, and storage. You will need to install a
guest operating system after creation.

Back | Next || Finish

Cancel |

= |

Select VMware EXSi 7.0 (you can also select VMware EXSi 5.0 or VMware EXSi 6.0).

Confidentiality Level: Public in project team
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Select Linux OS and CentOS 7 (64-bit) version as below.

"ﬁl MNew virtual machine - 3.0.50C {ESXi 7.0 virtual machine)

+ 1 Select creation type Select a name and guest OS

2 Select a name and guest 05 Specdify a unique name and 0S

3 Select storage

4 Customize settings MName

5 Ready to complete

[30500

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 virtual machine ~
Guest OF family Linux i
Guest OS version CentOS 7 (64-bit) ~

Back Next Finish Cancel

Select storage, ensuring that the environment have enough space. Then, click Next.

1 New virtual machine - 3.0.49C (E $Xi 7.0 virtual machine)

+ 1 Select creation type Select storage

¥ 2 Select a name and guest 0§ Select the storage type and datastore

R4 3 Select storage

4 Customize settings

Standard Persistent Memo
5 Ready to complete _

Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

Name ~ | Type ~ | Thinpro... ~ | Access ~

~ | Capacity - Free

46.52 TB

VMFS6

database1 65.5TB Supported Single

1items

| Next | Finish

Back Cancel

P

Configure the virtual machine as following: 8-core CPU, 32G memory, 128 GB system

disk, and 4 TB data disk. Version 3.0.50C supports 1 to 4 NICs.

Confidentiality Level: Public in project team 14
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41 New virtual machine - 3.0.50C (ESXi 7.0 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Select a name and guest 0S Configure the virtual machine hardware and virtual machine additional options
v 3 Select storage

: Virtual Hardware | VM Options |
5 Ready to complete

0 Add hard disk MM Add network adapter (& Add other device

» [ cru s | @

» @l Memory ‘ i | GB y
» (=) Hard disk 1 ‘ 128 | GB g
» () New Hard disk ‘4 | T8 -

» 31 SCS Controller 0 VMware Paravirtual

D SATA Controller 0

&2 USB controller 1 USB 2.0 v
» B Network Adapter 1 VM Network « | & Connect
DGR 2 Host device | & Connect
l Back ‘ \ Next ‘ | Finish | I Cancel I
— —

Select an image to be added to virtual CD/DVD drive.

T New virtual machine - 3.0.50C {ESXi 7.0 virtual machine)

+ 1 Select creation type Customize settings

¥ 2 Selecta name and guest OS Configure the virtual machine hardware and virtual machine additional options
+ 3 Select storage

b 4 Customize settings -

5 Ready to complete 3 SCSI Controller 0

VMware Paravirtual

SATA Controller 0

USE controller 1

UsB 2.0 o
»+ [ Metwork Adapter 1 VM Network v Connect
@ HREND I Datastore 10 file ~ | & Connect
Status Connect at power on
CD/DVD Media | database] lja/CyberCommand-3.0.50C-2021-04-22.ist | [ Browse .
BT EEETT SATA controller 0~ || SATA (0:0) v
» [l video Card Default settings v
+ Jl Security devices Mot configured
[ Back ] [ Next ] [ Finisn | [ Cancel ]
|

Select the option to connect at power on.
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1 New virtual machine - 3.0.49C (ESXi 7.0 virtual machine)

+ 1 Select creation type

+ 2 Select a name and guest 08
+ 3 Select storage

b4 4 Custol settings

5 Ready to complete

Customize settings

Configure the virtual machine hardware and virtual machine additional options

» 2 New Hard disk
» 5 SCSI Controller 0
SATA Controller 0
USE controller 1
» EH MNetwork Adapter 1
~ =y CD/DVD Drive 1
Status

CD/DVD Media

Controller location

] @ Video Card

4 TB v

VMware Paravirtual

USB 2.0
VM Network
Host device

I Connect at power on I

None

SATA controlier 0 ~ || SATA {0:0)

Default seftings

Connect

Connect

Click to finish the creation.

ﬁ New virtual machine - 3.0.50C {ESXi 7.0 virtual machine)

+ 1 Select creation type

+ 2 Select a name and guest 0§
+ 3 Select storage

+ 4 Customize settings

R4 5 Ready to complete

Ready to complete

Review your settings selection before finishing the wizard

Name
Datastore
Guest 05 name
Compatibility
vCPUs
Memory
Network adapiers
Metwork adapier 1 nefwork
Metwork adapter 1 type
IDE controller 0
IDE controller 1
5C3I controller 0
SATA controller 0
Hard disk 1

Capacity

Datastore

3.0.50C

datebasel

CentQS 7 (64-bif)
ESXi 7.0 virtual maching
8

64 GB

1

VM Network
VMXNET 3

IDED

IDE 1

VMware Paravirtual

MNew SATA controller

128GE

[daiebase1] 3.0.50C/

Select the created virtual machine.

S
Shmnp 5 Crose Regiter Wt
.
- @ 3050C »
—
L ik s .

B e ————
+ (3 C ATy
92,100 dvns
More Vis...
-6 oo =
< owitese
Mootor

OQuick s,

Mors storsge...
-2 Wetworking |
- @ som
Morsdor
More networks
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Click the button to power on the created virtual machine.

You will go to the installation page. Press Enter to select automatic installation

Sangfor CyberCommand 3.8.58

Install Sangfor CyberCommand 3.8.58 Automatically
Test this media & install Sangfor CyberCommand 3.8.58

Troubleshoot ing

Automatic boot in 58 seconds...

Wait during the automatic installation, which may take 1.5 hours.

Confidentiality Level: Public in project team 17
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CONFIGURATION CENTOS 7 INSTALLATION
@ cn Help!

(S SER SETTINGS

ROOT PASSWORD USER CREATION
Root password is set No user will be created

& Installing SangforS® (629/660)

entOS Core SIG
oduces the CentOS Linux Distnbution.

.01 g/ SpecialintersstGroup

After the automatic installation is complete, click Reboot.

CONFIGURATION CENTOS 7 INSTALLATION l

% BEcn Help!

CentOS
G o

Complete!

CentOS is now successfully installed and ready for you to usel
Go ahead and reboof T STarT oS I
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=" SR RS

Unmounting ~mnt-sysimage/dev-shm. ..

Unmounting ~mnt-sysimagehome-fantom var-logs. ..
Stopped Load-Save Random Seed.

Failed unmounting ~run-install-repo.

Unmounted /mnt-sysimage-ssys-f= selinux.
Unmounted ~mnt-sysimage-home-fantom var-tmp.
Unmounting ~mnt-sysimagessys. ..

Stopped Configure read-only root support.
Unmounted smnt-sysimagesdev-pis.

Unmounted smntrsysimage/proc.

Unmounted Temporary Directory.

Unmounted Configuration File System.

Unmounted ~smnt-sysimage-run.

Unmounted smnt-sysimage-boot-efi.

Unmounted /mnt-sysimagesdev- shm.

Unmounted ~mnt-sysimage-home-fantom-var-logs.
Unmounted smntrsysimagersys.

Unmounting ~mnt-sysimagehome-fantom. ..
Unmounting ~mnt-sysimage-boot. ..

Stopped target Swap.

Deactivating swap ~devssdab...

Unmounting ~mnt-sysimage-dev. ..

Unmounted smnt-sysimage-sdewv.

Unmounted /mnt-sysimage-boot.

Deactivated swap sdevrdisk-by-uuid- B8fdbfBac-1707-4792-84d44-4949f 4af cBd45.
Deactivated swap ~devrdisk-by-path-pci-BBHHE:83:88.8-sc=i-0:8:8:8-partb.
Deactivated swap sdewrsdisksby-partunid-17ladleb-644c-45a7-aZB8e-Bclc41783228.
Deactivated swap sdevsdisk-by-label-sipswap.
Deactivated swap ~devrsdab.

Unmounted ~mnt-sysimage-homesfantom.

Unmounting ~mnt-syszimage. ..

Unmounted /mnt-sysimage.

Reached target Unmount All Filesystems.

Stopped target Local File Systems (Pre).

Stopped Remount Root and Kernel File Systems.
Stopped Create 3tatic Device Nodes in ~dew.

B 3.0.49CCCC

ent0S Linux ? (Core)
[Kernel 3.18.8-957 .17 .xB6_64 on an x86_64

localhost login:

After installation, you need to enter the background to configure the IP address. The default

login account is "admin™ with the password "adminsangfornetwork™.

For example, if you want a PC (10.32.0.0/16) to access the web console, you need to add
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the next hop address of 10.32.0.0 in the background.

glen 1888

The default login account of the Web console is "admin™ with the password "admin".

To use the product normally, licensing is required. Otherwise, you can only enter the page

about system settings.

€ C O nips/f10222:125.20948 ecvisual -

=

o sancror sscurmy
=

Cyber Command . \/

Cyber Command is a platform that significantly improves customer's security Cyber Command
detection and response capabilty. Cyber Command monitors intemal network traffic,

correlates existing security events, apphes artifical inteligence and behavior

analysts, aded with giobal threat intefligence Unlike other toots, Cyber Command

uncovers attacks that breach existing security controls, and impact analysis
identifies hidden threats within the network. This allows customers 1o significantly

improve ability to understand the current threat landscape. Cyber Command also
‘simpifies the response of security operations with native inlegration with network:
‘and endpoint security solutions. Overall, Cyber Command helps customers to
improve their [T security and risk posture.

After entering the web console, you need to manually add the permanent route and IP
address. Otherwise, the IP address information just configured will be invalid after the

device restarts.
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Add Static Route

© v

Edit Interface

Note:

Virtualization deployment requires a basic configuration. If CPU cores, memory size,
system disk and data disk size are non-standard, the system may fail to start normally or

the gateway may be unreachable.

Connection with STA

Wen Cyber Command is licensed, it needs to be connected with an STA device so
as to receive traffic. The following operations should be performed on STA:

1. Loginto STA.

@ Stealth Threat Analytics

Username

SUPPORT

Password

Captcha
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2. Ensure that the customer's traffic is connected and will be forwarded from the
switch's mirror port. This also depends on the customer's network configuration.

@ Stealth Threat Analytics ¥#025¢ User: admin

3 8 Threats: ]
System Time:  2021.04.25 15:58:34

uptime: 21 Hours 46 Mins 1 Secs.

= Throughput Al mirror ports

800 P .
B - | eod Bl
ki anof ¥V
+ 200 :
o
EE 1558

Cyher Command

3. Go to STA and specify a Cyber Command IP address to be connected and test
connectivity.

Then, choose the log transmission mode which is usually set to the "Advanced
logs" mode.

(@ stealth Threat Analytics *»7< e atmin

Lol Qutbound: Obps_Inbound: 528.034bps

4. Check the STA status on Cyber Command and ensure that STA is connected
normally.
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@Cyber Command T  jiome Detection

System

B Corre

1AM
- - I

2, Maintenance
B2 Databases > + b C Rebresh

No.  Name(P Addressl © Type P Address Version Licensed Last Synced Status © Alerts (0 days) © Operation

2021-04.26 220457 @ Nor

This means that Cyber Command has processed traffic normally.

@CyberCommand Response  Defection  Assets  Reports  More = = © admin -

| overall Security
Geldentye Traceback .
34 0
e 0 CIRDED - a o i - =x
Security Rating Pending Endpoints Hot Events
rFoor
-
© Display Options
| Server Security
Server Distribution X Top 5 Risky Servers
. @
:
) :

2. VMware vSphere Client Deployment

Upload ISO file to VMware datastore.

File Edit View Imventory Administration

08 (oo g e

O v

@ i w2235
ol x
sed

@ 022357
e [ wase

28 | ok Fath odte
Basic Tasks

i Browse this da

The upload may take 30 minutes. The ISO file in the following screenshot is just an example.
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& nzn|r; é BE x|@

Folders | search | [databasc0] iso

~ | [ Hame ] Size | Type | Path | Modified ]

=
) sp_wn.22212527 @;ﬁw 04950 7.3572,596,00 KE_150 image [datahasciliso 201ps sty |

312
ccom_10.222,123.173
winserver2012_|xp
5TA3.0.17
AF8.0.8-253

™

i u et e

Create a new virtual machine.

File Edit View Inventory Administration Plug-ins Help

|E} Home b g Inventory }@ Hosts and Clusters I
+ +

5 & 8F

= @ weenter.zjw.com

-46 VMware ESXi, §.0.0, 2494585

[cfosh Bl dah, Summary | Virtual Machines ' Resource Allocation | Performance ' Configuration

10.222.3.57

5 10.222.3.60

i 10.222.3.86 A host is a computer that uses virtualization software, such
as ESX or ESXi. to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network

What is a Host?

connectivity. —
Basic Tasks
| & Create a new virtual machine
.y

Click the button to create a new virtual machine and then click Next.

(&) Create New Virtual Machine — [m] <

I3 | Configuration Virtual Machine Version: 11
c Select the configuration for the virtual machine
it

Configuration Configuration

Name and Location = =

Resovrce Pool e

Storage Create a new virtual machine with the most common devices and configuration options.

Guest Operating System
a Network 7 Custom

Creats = Disic Create a virtual machine with additional devices or specific configuration options.

Ready to Complete

—
< Back Mext > I| Cancel

Select a host and click Next.
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(5 Create New Virtual Machine — O b4

MName and Location Virtual Machine Version: 11
Specify @ name and locatian for this virtual machine

Confiquration Mame:

Name and Location [r.02d

Resource Pool

Storage Virtual machine (VM) names may contain up to 80 characters and they must be unique within each
- wvCenter Server VM folder.

Guest Operating System

Network

Cromte o ik Inventory Location:
Ready to Complete 7 [ |

< Back | Next > I Cancel

Select a resource pool and click Next.

(&) Create New Virtual Machine — () X

Resource Pool Virtual Machine Version: 11
Within which resource pool do you want to run this virtual madhne?

;;L"“EM Select the resource pool within which you wish to run this virtual machine.
Name and Location
Resource Pool Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
Storage machines and child pools share the resources of their parent pool.
Guest Operating System :
MNetwork = IB 10.222.3.46
Create a Disk @ oo-
Ready to Complate @ AFi

@ gdm

en

@ hp

© (i)

@ ',

@

@ pengchao

@ sPT

@ s

© sy

@ w

@ wif

@ i

@ b

@ =l

@ =b

=@

<sack |[ next> | conce
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Select storage size, ensuring it is large enough.

. n 71
(%) Create New Virtual Machine - O x
Storage Virtual Machine Version: 11
Select & destination storage for the virtual machine files
1
Configuration Select a destination storage for the virtual machine files:
Mame and Location
Resource Fool - Ty TRy T g or T mn Prov
Storage |5 databasel Non-5 363878 55.19 TB 67878 VMFS5  Slpport
T

Guest Operating System datastore1(2) S50 111.75GB 5492 GB 110.80 GB  VMF55 Supporte
Network
Create a Disk
Ready to Complete

< >

-

MName Drive Type Capacity | Provisioned Free | Type Thin Provi

< >

< Back Next = I Cancel |
4

Select Linux OS and CentOs 4/5/6/7 (64-bit) version for the virtual machine.
Then, click Next.

(@ Create Ne tual Machine - ]

‘Guest Operating System Virtual Machine Version: 11
Spedify the guest operating system to use with this virtual machine

Configuration

Name and Location Guest Operating System:
Resource Pool " Windows
Storage o
Guest Operating System —
Network " Other
Create a Disk N
Ready to Complete
[ centns 4/5/6/7 (64-bit) =

Tdentifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation,

< Back | Next > I Cancel |

A

Version 3.0.50C supports 1 to 4 NICs. Supported NIC types: VMXNET3, VMXNET?2 (enhanced),
and e1000.
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i

@

Network

ew Virtual Machine

Which network connections will be used by the virtual machine?

- ] x

Virtual Machine Version: 11

Configuration

Name and Location
Resource Pool

Storage

Guest Operating System
Network

Create a Disk

Ready to Complete

r|Create Network Connections

How many MNICs do you want to connect?

[FRE

Connect at
Metwork: Adapter Power On
NIC 1 [y Network x| [womer 3 ~ F

If supported by this virtual machine version, more than 4 MICs can be added after the

virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMware KnowledgeBase for more information on choosing among the netwark adapters

supported forvarious guest operating systems and hosts.

< Back Next > Cancel

Add a 128 GB system disk. Then, click Next.

7]

(&) Create New Virtual Machine

Create a Disk

Spedify the virtual disk size and provisioning policy

— (] >

Virtual Machine Version: 11

Configuration

Name and Location
Resource Pool

Storage

Guest Operating System
Network

Create a Disk

Ready to Complete

Datastore: Idaiahaseﬂ

Available space (GB): 6540.0
Virtual disk size: [ 1] o8~

I {* Thick Provision Lazy Feroed

" Thick Provision Eager Zeroed
#~ Thin Provision

< Back

Mext = I Cancel

Click Continue to finish specific configurations for the virtual machine.
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(&) Create New Virtual Machine — O >

Ready to Complete Virtual Machine Version: 11

Click Finish to start a task that will create the new virtual machine

Confiquration ) Settings for the new virtual machine:

:?;:?dw Name: 3.0.50C

Guest Operating System Folder 10.222.3.86

Netmork Host/Clusten 10,222.3.86

Create a Disk Resource Pool: lig

Ready to Complete Datastore: datastorsd
GuestO5: Cent0Ss 4/5/6/7 (64-bit)
NICs: 1
NIC 1 Netwark: VM Network
NIC 1 Type: VMXNET 3
Disk provisioning: Thick Provision Lazy Zemoed
Virtual Disk Size: 128 GB

v Edit the virtual machine settings before completion

/¥, Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install 2 guest OS on the WM after creating the VM,

< Back | Continue I Cancel

Change CPU to 8 cores and change memory size to 32G.
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(&) 3.0.50C - Virtual Machine Properties

Hardware |D|:|tions I Resources I vServices I

[ show Al Devices Add... | Remove |
Hardware | Summary |
Bl Memory (edited) 32768 MB

[d crus (edited) 8 |
Video card Video card

= VMCIdevice Deprecated

@ SCSI controller 0 LSI LogicParallel

& co/ovD drive 1 Client Device

= Hard disk1 Wirtual Disk

& Floppy drive 1 Client Device

BB Network adapter1 WM Netwaork

Number of virtual sockets:
Mumber of cores per socket:

Total number of cores:

- O

x

Virtual Machine Version: 11 /&

-
I_ vl

3

/¥ Changing the number of virtual CPUs after the quest
05 is installed might make your virtual machine

unstable,

The virtual CPU configuration spedified on this page
might violate the license of the guest 05,

OK

Cancel

Add a 4-TB data disk, ensuring that the environment has sufficient resources.

Confidentiality Level: Public in project team

29



Cyber Command 3.0.50C Deployment Guide

(& 3.0.50C - Virtual Machine Properties

Hardware |D|:|ﬁons | Resources |

™| (&) Add Hardware

Device Type

What sort of device do you wish to add to your virtual machine?

Device Type
Select a Disk
Create a Disk
Advanced Options
Ready to Complete

Choose the type of device you wish to add.

(@) serial Port

&) Parallel Port

i) Floppy Drive

25 C0/OVD Drive

ecd USE Controller

E USB Device (unavailable)

& FCI Device (unavailable)
Ethernet Adapter

fak SCSI Device

— Information

This device can be added to this Virtual Machine.

Cancel |
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Finish | Cancel |
A
| 1 run | A |
Click Next.
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() Add Hardware *
Select a Disk
wp_e_ A virtual disk is composed of one or more files on the host file system. Together these
Select a Disk files appear as a single hard disk to the quest operating system.
Create a Disk
Advanced Options Select the type of disk to use.
Ready to Complete — Disk
* Create a new virtual disk I
" Use an existing virtual disk
Reuse a previously configured virtual disk.
' RawD
Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datastore.
< Back Next = I Cancel
Click Next.
(%) Add Hardware X
Create a Disk
Spedfy the virtual disk size and provisioning policy
Device Type — Capadty
Select a Disk =
- Disk Size: I 43. ITB l
Create a Disk ISk slee =
Advanced Options ) o
Ready to Complete ~ Disk Provisioning
% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision
—Location
% Store with the virtual machine
" Spedify a datastore or datastore duster:
< Back MNext > I Cancel | |
Z|

Click Next.
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(& Add Hardware X

Advanced Options
These advanced options do not usually need to be changed.

Device Type Spedify the advanced options for this virtual disk. These options do not normally need
Select & Disk to be changed.
Create a Disk
Advanced Options Virtual Device Mode
Ready to Complete i« ISCSI [0:1) LI
JmE@0) |
—Mode

[~ Independent
Independent disks are not affected by snapshots.
{5/ Persstent

Changes are immediately and permanently written to the disk.

-

Changes to this disk are discarded when you power off or revert to the
snapshot.

< Back Next > I Cancel | |

Click Finish to complete the steps to add a disk.

(&) Add Hardware *

Ready to Complete
Review the selected options and dick Finish to add the hardware.

Device Type Options:
Select a Disk
Create a Digk Hardware type: Hard Disk
Advanced Options Create disk: Mew virtual disk
Disk capacdity: 4TB
Ready to Complete Disk provisioning: Thick Provision Lazy Zeroed
Datastore: database0
Virtual Device Node: SCSI (0:1)
Disk mode: Persistent

< Back | Finish | Cancel ||

4
Select an image to be added to virtual CD/DVD drive. Select the option to connect at power on.

Select the directory to start uploading 1SO.
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Hardware |Opt|ons | Resources |

I E]

Device Status
[ show All Devices Add... Remove I [ connected
Hardware | summary I ¥ Connect at power on
Wl Memory (adding) 32768 MB

Devi
[ cPUs (adding) 8 r“ =S
[ WVideo card (adding Video card ﬁ!th Device

Client Device

New Floppy (adding)

) MNew SCSI Controller (add...  LSI Logic Parallel
IR New NIC (adding) VM Network

&1 New Hard Disk (adding) Virtual Disk

= New Hard Disk (adding) Virtual Disk

" Host Device

I 2
(% Datastore 1SO File

Mode
% passthrough IDE (re:

' Emulate 10F

Virtual Device Mode

= |IDE (1:0)

=1

Finish Cancel

(& 3.0.50C - Virtual Machine Properties

Hardware |D|:|tions I Resources I

this device, you must power on the
nd then dick the Connect CD/OVD

ar.

Device Status
[ show All Devices Add... | Remove | ’]— Connected
1 I [ Fennact 2t ocssr gn
(&) Browse Datastores - O *
Look in: IIjq |
Name | File Size | LastModified
[ @ MovaCommand-3.0.49-2021-04.. 5GB 2021/4/21 22:14:;

@ MovaSensor-3.0.25-encrypt-202. 5 GB

2021/4/21 16:27::

e
Browse... I
L4 >
{recommended)
QK
File type: IISD Image {*.isa) j Cancel
2|

& |1DE (1:0)

=

Finish Cancel |

(=1 1= 5 | O T 1 arnceT
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After the file is added successfully, click Finish and wait for VMware to create a new virtual

Name Target Status Details Initiated by vCenter Server Requested Start Ti... — | Start Time Con
@ Create virtual machine Elil 10.222.346 45% @ ) Copying Virtual Machine configuration VSPHERELO... @ veenterzjw.c..  2021/3/10 20:29:47 2021/3/10 20:29:47

Select the newly created virtual machine and turn on the power to go to the automatic installation

page. The operation steps are the same as VMware EXSi and will not be repeated here.
2.4. Check After Deployment

2.4.1. Platform Check

Log in to web console and go to System > Update > Cyber Command to check that the version is
S1S3.0.50C.

2.4.2. Business Verification

Verify basic functions used by customers.

Log in and go to the Logs page to check whether there are new logs synchronized from STA.
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tal Entries : 39502879 dnservat 1

€ ¢ 4 & & 4 4 e e e e

2.5. Handling of Upgrade Failure

® Scenario 1: Fail to start automatic installation.
Troubleshooting:
1. Check whether the host resources on the deployment environment are sufficient

2. Check whether the option to connect at power on is not selected when the image is

selected for the added virtual CD/DVD drive.

® Scenario 2: Console cannot be accessed when deployment is finished and network has been

configured.
Troubleshooting:

1. Check the resource configuration of the deployment environment. Check whether the

data disk is configured and whether the data disk size is too small.

2. Check whether the MAC address of the management interface matches the MAC

address of the NIC that the virtual machine uses to access the network.

® Scenario 3: Network error occurs after login to console
Troubleshooting:

1. Errors occur on pages of the console when Elasticsearch database is not started. In this case,

wait for the Elasticsearch database to be started.

Log in to the background to check the console version has been Cyber Command 3.0.50C.
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2.6. Rollback

None
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