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About this Configuration guide

This Guide will assist to configure the vmware port mirroring configuration from
vmware virtual switch and physical switch to vmware vSTA
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1 Application Scenario

User has deployed the vmware vSTA in the environment, follow guide will show the
configuration of the vmware to mirror the traffic from physical switch to vmware or mirror the VM

traffic in between VM.

Topology

1. PC2_server is used as the server, vcenter is installed in VMware, and the configuration is operated
in Vsphere client

First, right-click the virtual machine, edit the configuration, and configure 2 network adapters for
PC2_server:

VM Network —— configure IP 200.200 network segment as the management port;
dvPortGroup2——Configure other network segments, such as 2.2.2.1, dedicated to communication
between 2 PCs,

Remember here that network adapter 2 automatically assigns port 32



& F‘CE_ser\.rir - Virtual Machine Properties

n
.li Hardware |Opﬁons I Resources I vServices I
9 I show All Devices Add... | Remove |
; Hardware | Summary |
n W Memory 4096 MB
d crus 2
Video card Video card
5| == VMCIdevice Deprecated
g @ SCSI contraller 0 LSI Logic Parallel
£y co/ovDdrivel Client Device
& Hard disk1 Virtual Disk
& Floppydrive1 Client Device
m Network adanterd W Metwork
in @ Network adapter2 dvPortGroup (dvSwitch). |
L
g

- O x

Virtual Machine Version: 8

—Device Status
™ Connected
¥ Connectat power an

— Adapter Type
Current adapter:

E1000E

—MAC Address
|00:50:56:81:0d:3c

& Automatic [

Manual

— DirectPath Ij0
Status:

Mot supported €D

—MNetwork Connection
Metwork label:

IvaortGroup (dwSwitch3)

=

Switch to advanced settings

oK Cancel

2. PC1_client, as a client

Same as above configuration




1| §5) PC1_client { Virtual Machine Properties

Hardware IDpﬁons I Resources I vServices I

|
3 I Show All Devices

— O

Virtual Machine Version
—Device Status

x

111 /oy

[T Connected
V¥ Connect at power an

— Adapter Type

Current adapter: VMXMET 3

—MAC Address
|00:50:56:81: 5f:b1

% Automatic  Manual

Add... | Remove |

" MHardware | Summary |
: W Memory 8192 MB

d crus 3

Video card Video card
5l == WMCI device Deprecated
d @ SCSI contraller 0 LSI Logic Parallel

% CD/DVD drive 1 [1 /vmfs/volumesf5e73...

= Hard disk1 Virtual Disk

&= Hard disk2 Virtual Disk

& Floppy drive 1 Client Device
N ﬁ MNetwork adapter ] VM Mebwork

§@ Network adapter2 dvPortGroup {dvSwitch...
It

— DirectPath I/O

Status: Inactive &

To activate DirectPath 10, go to the Resources tab and
select Memory Settings to reserve all guest memary.

—MNetwork Connection

MNetwork label:

IvaorﬁEroup (dvSwitch3)

=

Switch to advanced settings

oK Cancel

Network adapter 2, configured as 2.2.2.2

The automatically assigned port is 33




|@ device :I\l’irtual Machine Properties

Hardware |D|::h'ons I Resources I wServices |

[~ Show All Devices Add... | Remove |
Hardware | summary |
Memory 8192 MB
CPUs 4
Video card Video card
VMCI device Deprecated

SCSI controller 0
CO/DVD drive 1

LSI Logic Parallel
[ fvmfsfvolumes/S863f...

EhiPOOINON

Hard disk 1 Wirtual Disk

Floppy drive 1 Client Device

Metwork adapter WM Netwaork .
Network adapter 2 dvPortGroup (dvSwitch... ||

— O x

Virtual Machine Version: 8
—Device Status

[T Connected
¥ Connect at power an

— Adapter Type

Current adapter: VMXMET 3

—MAC Address
|00:50:56:81:40:2d

*  Automatic

" Manual

— DirectPath IO
Status:

Inactive &)

To activate DirectPath IfO, go to the Resources tab and
select Memory Settings to reserve all guest memory.

—MNetwork Connection
Network label:
dvPortGroup (dvSwitch3) ;I

Switch to advanced settings

OK Cancel

3.Latent threat perception device

(@ vcenterzjw.com - vSphere Client

File Edit View Inventory Administration Plug-ins Help

4 @ Hosts and Clusters

|Q Home b gf] Inventory

S @ @ ﬁ——ﬁl | @, Search Ctr|+ShI|ft+F
; Efl Hosts and Clusters Ctrl+Shift+H
g ps:ngdmo F)  VMs and Templates Ctrl+Shift+V
@ 505 Lk g hift+D Performance | Tasks &Events ' Alarms ' Console  Per
SPT
g A B Ctrl+Shift+N
& SPT_IAfe_#ix%
@ wdx Avirtual machine is a sofiware computer that, like a
@ wf physical computer, runs an operating system and
@ = . applications. An operating system installed on a virtual
g ;L J';“l = machine s called a guest operating system.
f i E_sTA
= 10.222.3.46 Because every virtual machine is an isolated computing Cluster
B [ 10.222.346 environment, you can use virtual machines as deskiop or
& 00- 1] B A i workstation environments, as testing environments, or to
@ AFil consolidate server applications.
@ CyberFlood
@ gdm In vCenter Server, virtual machines run on hosts or
@ hijl clusters. The same host can run many virtual machines.
@ ldp
@ Ihp L
@ lia . vCenter Serv
g :pq Basic Tasks vEphere Client
xp
@ pengchao [ Power on the virtual machine
SPT - . .
g g sul [ Edit virtual machine settings
fp 10.222.20.40 Explore Further
Gh 10.222.20.42
h 10.222.20.44
[y 3.0.45 T2 =l Learn more about
o 3.0.45!;:\'f‘|--1u.zzz.zn.39 =l Learn how to insta
G 304550003
2040000




Same as above, configure 2 network adapters, one as a management port, (200.200 network
segment)

One used to mirror the traffic of PC1 PC2 communication

The port here is 34

8 ‘Q Home b gf] Inventory b @ Networking
5 () veenter.ziw.com P—
[ 10222335
& [ 10222346 Summary | Networks | Ports © ation | Virtual M
10.222.3.32.0 close tab [X]

;252 .3.32_1 What is a vSphere Distributed Switch?

331 AvSphere Distributed Switch acts as a single virtual switch
ATP_O across all associated hosts. This allows virtual machines to
hjl_test maintain consistent network configuration as they migrate
huchong3 across nosts.

huchong- {1
LNA_TEST_LIUHUANPEL Distributed virtual networking configuration consists of
Ixp_kl three parts. The first part takes place at the datacenter
pe_test level, where vSphere Distributed Switches are created,
tis_test and hosts and distributed port groups are added to

WM Network vSphere Distributed Switches. The second part takes

M Network-evE place at the host level, where host ports and networking
wzf_kelai services are associated with vSphere Distributed Switches.
wizf_test either through individual host networking configuration or
yab using host profiles. The third part takes place at the virtual

3 Zt?‘,‘i“ machine level, where virtual maching NICs are connected
1016 1o distributed port groups either through individual virtual
[ T machine NIC configuration or by migrating virtual machine
[l 12 networking from the vSphere Distributed Switch itself.
[ o3
[ Explore Further
Basic Tasks

o

B dvSwitch3-DVUplinks-3497 =| Learn more about vSphere Distributed

2, dvPortGroup [E Add a host

Switches

2, dvPortGroup2 - P =
[flq 10222357 g Manage this vSphere distributed switch I =l Learn how to set up a network with a

[ 10.222.3.60 vSphere Distributed Switch

[fy 10.2223.86

& Create a new port group

3. Network adapter mirror configuration

@ vecenter.zjw.com - vSphere Client

File Edit View Inventory Administration Plug-ins Help

ﬁ |£} Home [ g Inventory Hosts and Clusters
m b @ @ @ | &, Search Clr|+Shl|ﬂ+F
| [ Hosts and Clusters Ctrl+Shift+H
g ps:ngmao F) VMs and Templates Ctrl+5Shift+V
@ sas < hift+D cation | Performance | Tasks & Events | Alarms | Console | Pen
@ seT
& SPT_ &7
@ sPT_fahfe_tix
@ A virtual machine is a software computer that, like a
@ physical computer, runs an operating system and
e applications. An operating system installed on a virtual
g machine is called a guest operating system.
a 10.222.3.46 Because every virtual machine is an isolated computing Cluster
o [B 10.222.346 environment, you can use virtual machines as desktop or
@ 00-L ) EE A Y workstation environments, as testing environments, or to
@ AFik consolidate server applications.
& CyberFlood
@ acm In vCenter Server, virtual machines run on hosts or
@ il clusters. The same host can run many virtual machines.
@ ldo
@ I L
@ i . vCenter Serv
g :pq Basic Tasks viphere Client
xp . .
@ pengchao [ Power on the virtual machine
SPT
= g suil 5 Edit virtual machine settings
([ 10.222.20.40 Explore Further

G 10.222.20.42
Gh 10.222.2044

3.0.45 §:{F /2 =| Learn more about
i 3.0.45411-10.222.20.39 8 L=m e nsd
G 3.04550 1 %3
M 3040000

Host and cluster switch to network, find the corresponding virtual switch (the virtual switch we
configured above is dvSwitch3) enter the configuration options



&

a8 ‘g} Home b g Inventory b @ Networking

B & &

= B veenter.zjw.com
B

[y 10.222.3.35

[y 10222346
10.222.332_0
10.222.3.32_1
330

331

ATP_O

hil_test
huchong3
huchong-% 11
LNA_TEST_LIUHUANPEI
Ixp_kI

pe_test

tis_test

VM Network

VM Netvrork-evE
wzf_kelai
wzf_test

Lrie

[ 1514 11
[ 12
[l i 13
[

a] dvSwitch3-DVUplinks-3497

&, dvPortGroup
dvPortGroup2

10.222.3.57

Fh 10.222.3.60

5 10.222.3.86

E

[

4. Add a new port mirroring

close tab [{]
What is a vSphere Distributed Switch?

A vSphere Distributed Switch acts as a single virtual switch
across all associated hosts. This allows virtual machines to
maintain consistent network configuration as they migrate
across hosts.

Distributed virtual networking configuration consists of
three paris. The first part takes place at the datacenter
level, where vSphere Distributed Switches are created,
and hosts and distributed port groups are added to
vSphere Distributed Switches. The second part takes
place at the host level, where host ports and networking
services are associated with vSphere Distributed Switches
either through individual host networking configuration or
using host profiles. The third part takes place at the virtual
machine level, where virtual machine NICs are connected
to distributed port groups either through individual virtual
machine NIC configuration or by migrating virtual machine
networking from the vSphere Distributed Switch itself.

Explore Further
Basic Tasks

=| Learn more about vSphere Distributed

[{ Add a host Switches

Z| Learn how to set up a network with a
vSphere Distributed Switch

& Create a new port group

I - 4

Y (&) dvSwitch3 Settings X
fi]  Properties | Network Adapters | Private VLAN | NetFlow [Port Mirroring
a - — Port Mirroring Session Details
S Session Name | Status |
3 Port Mirroring Session
e Status: =
1 I Description: =
el Port Mirroring Session Details
VO Allow normal I0 on destination ports:  —

= Encapsulation VLAM: =
1in Preserve original VLAN: -
r Mirrored packet length: =
n_|E Port Mirroring Session Sources
I

Port Mirroring Session Destinations
ril
Add... Edit... Delete
CK. I Cancel




(&) Create Port Mirroring Session

General Properties
Spedify a name and the properties of the port mirroring session

t
1 General Properties —General
1 Spedify Sources Neme= tets
il Specify Destinations
Ready to Complete Description:
:I —Port Mirroring Session Details
; [ Allow normal IO on destination ports

r Encapsulation VLAN

™ Mirrored packet length

[ |0 =

Help |

< Back

MNext >

| Cancel I

5. Specify the source port and destination port

Mo | hic allmus wrtal machnoe b o

{15 Create Port Mirroring Session

Specify Sources
Select the source ports of the port mirroring session

General Properties

Specify Sources Traffic direction: IIngresstgress
Spedfy Destinations = 10-21)

Ready to Complete
32-33

Name

Type

Help |

Next step

< Back

MNext =

Cancel




@ Create Port Mirroring Session

Specify Destinations
Select the destination ports and uplinks of the port mirroring session

General Properties

Specify Sources Destination type: IPort LI Name
ify Destinati Port

Specify Destinations Port IDs (2.g. 1-4, 5, 10-21)

Ready to Complete I P Uplink

Help | < Back Next = Cancel
Next step
(&) Create Port Mirroring Session *
Ready to Complete
Verify the settings for the new port mirroring session. Then, select the check box to enable this port mirroring session.
General Properties
Spedify Sources [™ Enable this port mirroring session
Spedify Destinations N st
ame: 5
Ready to Complete Preserve original VLAN: fes
Allow normal IO on destination ports: Mo
Mumber of port mirroring session sources: 2
Mumber of port mirroring session destinations: 1
Help | < Back Finish Cancel

6. Finish




(&) dvSwitch3 Settings

Session Name

| status [

1 test

Disabled |

2O O o

0  Sroperties | Network Adapters | Private VLAN | NetFlow PortMirroring

—Port Mirroring Session Details

test
Status:
Description:

Port Mirroring Session Details
Allow normal IO on destination ports:
Encapsulation VLAN:
Preserve original VLAN:
Mirrored packet length:

Port Mirroring Session Sources
PortID: 32
PortID: 33

Port Mirroring Session Destinations
Port ID: 34

Disabled

MNo

Yes

Ingress /Egress
Ingress /Egress

Add... Edit...

Delete

Chapter 3 Mirroring traffic mode of physical switches

1. Topology

Vmware T8 E 1l

E# sw

taile & l{

JERL sW

OK

Cancel

18 [0

2. Operation steps

Create a virtual switch and bind physical network ports

SEE Sw




locathast.locaklomain Viware ESXL, 6.0.0, 244585

Gelting Started  Summary Virtual Machines | Resource Mllocation  Perfarmance. I3

8 4 vostaoters
m[
&
Remeve.. Properte
software & ] wostunters
&
e
e
-]
| Standard s St Ramave... Froperes

Select the type of virtual machine, the next step

(@ Add Network Wizard — O X

Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity.

| Connection Type

I MNetwork Access Connection Types
Connection Settings & Virtual Machine

i Summary

1 Add a labeled network to handle virtual machine network traffic.

 VMkernel

The ¥Mkernel TCP/IF stack handles traffic for the following ESXi services: vSphere vMotion, iSCSI, NFS,
and host management.

< Back | Mext = I Cancel |

Select the bound physical network port, the bound physical network port must be the network port
that diverts traffic from the physical switch



(% Add Network Wizard

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.

Connection Type
Network Access
Connection Settings
Summary

Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
wSphere standard switch using the undaimed network adapters listed below.

* Create a vSphere standard switch Speed etworks ~
Intel Corporation 82599EB 10-Gigabit SFI/SFP+ Network Connection
¥ BB vmnici Down Mone
[ B vmnic2 Down None
Intel Corperation I350 Gigabit Network Connection
[~ E@ vmnic3 Down Mone
|- ﬂ wmnicd Down Mone
[~ B vmnic7 Down Mone
" Use vswitcho Speed etworks ©
Preview:
Virtual Mad] ort Group Phiysical Adapters
VM Network 3 @ BB vmnicl

< Back | Next > I Cancel

Name the port group, this port group receives the traffic from the physical switch




() Add Network Wizard - ] *

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.

p Connection Type Port Group Properties
Metwork Access
Connection Settings Network Label: Imirrorﬂow
! Summary VLAN ID (Optional): INone ()] ;I
f
1
5 Preview:

Virtuzl Machine Port Group Phyzical Adaprars
4 mirrorflow Q.B_.m vmnicl

1 < Back | Next > I Cancel

A T

Successfully created a virtual switch

Nama Targer st Detais Ttiated by | Regetstad S T < | ST Compiated Tme
£) Updenatmarkcorfig. [| 0222335 @ Compiasd et SRR AR WAERTLA NS 7520

The physical network port of the demo environment is not actually connected, so the connection
status is failed. After the actual connection, it will show that the connection is normal.



localhost.Jocaldomain VMware ESXi, 6.0.0, 2494585

Getting Started
Processors

Memaory
Storage
Metworking

Metwork Adapters
Advanced Settings
Power Management

Summary | Virtual Machines

Software

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration

System Resource Reservation

Resource Allocation

BRIl e _L
VLAN ID: All (4095)

Standard Switch: vSwitch40

Virtual Machine Port Group
L3 TenG_interface_2

VLAN ID: All (4095)

Standard Switch: vSwitch41
Virtua| Machine Port Group

L3 wgs

Performance i i Users

Events | Permissions

EU— NUdudpLEs

Remove... Properties...
Physical Adaprers
g MNoadapters
Remove... Properties...

Physical Adapters

g MNoadapters

[ |4 virtual machine(s) | VLAN ID: All {4095)

server2016

poc_tsa

kali_iRO348
WAF1.0_10.254.254.254

PP

Agent VM Settings Standard Switch: vSwitch42 Remove... Properties...
Advanced Settings Virtual Machine Port Group Physical Adapters
3 poc g MNoadapters
[ |2 virtual machine(s)
poc_tsa &
POC_WINT G
Standard Switch: vSwitch43 Remove... Properties...
Virtua| Machine Port Group Physical Adapters
L3 zhl_test gg— MNoadapters
—
Standard Switch: vSwitch1l Remove... Properties...
Virtua| Machine Port Group Physical Adapters
£ mirrorflow Q. E® vmnicl =

The configured port group name is mirrorflow. Just add this label to the mirror network port of the
detection device to complete the configuration.

STA3.0.25C-ccy

[ k. Summary | Resource Allocation | Performance | Events | Console | Permissions

close tab [X]
What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Virtual Machines

Because every virtual machine is an isolated computing
environment, you can use virfual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines.

S
k

Basic Tasks vSphere Client

[» Power cn the virtual machine

5 Edit virtual machine settings




STA3.0.25C-ccy

B summary | ResourceAllocation " Performance | Events

Console | Permissions

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual

consolidate server applications.

Virtual machines run on hosts. The same host can run

[» Power on the virtual machine

() STA2.0.25C-ccy - Virtual Machine Properties

Herdware | options | Resources |

I Show Al Devices

Add... Remove

@ sCSIcontroller
@ comvpdrives

LS1 LogicParallel
[datastore6] STA-3.0.2..

- o X

virtusl Machine Version: 11 /2

Device Status
7 Connected
[¢ Connect at power on

- MAC Address

00:50:56:8.1:49:7F

machine is called a guest operating system. Hardvare [ summary’ I
W® Memory 16384 MB -
Because every virtual machine is an isolated computing @ cPUs s Adapter Type
env:(ro‘n;nenl, youcan use v\rlL‘Ja\[matmnes as de|sk|op‘or B visoars e card Current adapter VMXNET 3
workstation environmenis, as testing environments, or o = vMCdevice Deprecated

many virtual machines. & Hard disk 1 Virtual Disk & Automatic € Manual
& Hard disk2 Virtual Disk
& Floppydrive1 Client Device RIS
Network adapter 1 M Network Status: Tnactive @
Basic Tasks L v . .
BB Network adapter 2 (edite..  mirrorflow |

To activate DirectPath 1/0, go to the Resources tab and
select Memory Settings to reserve all uest memory.

. - Network Connecti
B Edit virtual machine settings letwork Connection

Switch to advanced settings

oK cancel

The mirrored traffic is drained, and the mirrored traffic from the external physical switch can be
received by turning on the device

Two, VMwareweb application side configuration mirroring method

Note: The console operation of the VMware web application can only support the flow diversion

method of the external entity switch, and there is no way to configure the virtual switch diversion
method.

Vmware TEE

B sw
Rl

B sw . SEE Sw B

18 E0O

1. Topological diagram (same as the method in the previous section)

2. Operation steps

The newly created virtual machine is bound to the network card that actually accesses the physical
switch traffic



Add port group

Created

£a Add standard virtual switch - mirrors

= Agauoink

vSwitch Name maors

Ty 1500

Upiink 1

~ Link discovery
(L) Usten
Frolocol

~ Securty

vmnicd - Down

Cisto discovery pratocol (COP

Promiscuoizs made I ® Acoent

O Reeet

MAC address changes Accept ® Reject

Forged ansmits Aecept ® Reject

4 AGG PO QTOUP - MTOMOw

Name I

mirtorfiow]

VLANID

Virtual switch

+ Sacutity

T

vSwiichd

Click 10 exgand

Cancal

B Ao pen greup @ Revesn A
Name - Active ports .| v - Type S L vus
| & miortan o 0 Standard port group A |

@ Management Natwork
Q@ 65w

Q@ 240w
@ atow
£ 900MBon
@ ke_repiny

Standard port group
Standard port group
Standand port group
Standara port group
Standard port grou
Standsed port group

emowez

2 items

Select the corresponding port group label for the mirrored network port of the virtual detection

device



(B Edit settings - 10.222.88.21 (ESXi 7.0 virtual machine}

[E—

+ (3 Hard disk 2 1024 o8

» & SCS| Controller 0
SATA Controller 0
USE controller 1

» w Network Adapter 1 M Network Connegt

+ B Network Adapter 2 Q00Mow Connect

2dfiow
34flow Connect
69low

» 5 CDIDVD Drive 1 900Mfiow

» 1@ Video Card L@_
f

» W Network Adapter 3

Connect

save || Cancel

Click Save, and the flow is completed after completion, and the detection device can receive the
mirrored traffic from the physical switch at this time






@ SANGFOR



	Change Log
	About this Configuration guide
	1 Application Scenario

