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Chapter 1 Application Scenario

Establish IPSec VPN on NGAF and a third-party device like CISCO RV042:

INTERNET

XX X222
X.X.X.251 / \

192.168.0.0
253.253.252.0

1192.168.75.0
1255.255.255.0

Requirement:
1. Require an NGAF device and a third-party device such as the CISCO RV042 device.

Both of the device must be able to communicate normally.
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Chapter 2 Configuration Method

1. CISCO configuration

1) Select gateway to gateway connection mode.

eway

Ve

2) Select the corresponding WAN interface, configure the name of the policy.

3) Configure the connection mode and subnet range

IP Only ) v

Swnet V]
192.168.75.0
52552550 |

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com


http://www.sangfor.com/
mailto:tech.support@sangfor.com

NGAF Configuration Guide Version

IP Only v|

WAddess ——

192.168.0.0

4) Parameter configuration of phase one and phase two

Group 2 - 1024 bit

Group 2 - 1024 bit
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2. NGAF configuration
1)Go to Network > IPSec VPN > Basic Settings to configure the VPN
Paths.

Add

Interface:
Link Type:
I5P: Unif

PubliciP:  Optonal, 9., 111

Status: © Enabled

Cancel

Note: if your device is deployed in route mode or single-arm mode and the
WAN interface has not been configured with a public IP address, you need to

configure the public IP of front device in the Public IP section.

2) In Network > IPSec VPN > Third-Party Connection to configure the IPSec VPN

parameter.
Edit Connection X
Basics IKE Options Others
Device Name: Cisco
Status: © Enabled Disabled
Description:
Peer IP Address Type: Static IP -
Peer [P Address: 10.11.11.222
Auth Method: © Pre-shared key RSA-signed certificate
Shared Key:
Confirm Key:
Local Link: eth1(UnifiStatic IP) AMERO]
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3)

Address configuration.

Add Encrypted Traffic

Local IP Address:

Local Intranet Service:

Peer IP Address:

Peer Intranet Service:

Phase 2 Proposal:

Under Encrypted Traffic, click Add button to add Local and Peer IP

192.168.0.0/24

All Services

192.168.75.0/24

All Services

Protoco ™ Encryption Algorithm v Auth Algoritl
Protocol Encryption Algorithm Auth Algorithm
ESP AES SHA1
ESP AES256 SHA1T
<D [al=3 THAT

- Perfect Forward Secrec. » | @

Perfect Forward Secrecy ~ Operation
-None- Delete
-None- Delete
-Nna- Nelata

Cancel

Save

4) After adding the Local IP Address and Peer IP Address, choose the

Phase 2 proposal that matches with the peer device and click the Add

button.

Add Encrypted Traffic
Local Intranet Service:

Peer IP Address:

Peer Intranet Service:

Phase 2 Proposal:

Route Priority:

W.: www.sangfor.com |

X
All Services -
192.168.75.0/24
0]
All Services v
| ESP ~  3DES *  MDs T -None- - @
Pratocol Encryption Algorithm Auth Algorithm Perfect Forward Secrecy ~ Operation
[ es 3DES MD5 ~None- Delete |
@
1/16 entries
128 (1-256) ®
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Add Connection X
Auth Method: © Pre-shared key RSA-signed certificate
Shared Key: aeeees
Confirm Key: e
Local Link: ethi{unifiunifi) Q@
Encrypted Traffic
©Add M Delete
Local IP Address ~ Local Intranet Service ~ Peer IP Address  Peer Intranet Service  Phase 2 Proposal Route Priority ~ Opera
192.168.0.0/24 All Services 192.168.75.0/24  All Services ESP/ MD5-3DES/ None 128 Edit

Save Cancel

5) Then go to IKE Options, configure the phase 1 IKE configuration.

Add Connection

Basics IKE Options Others

IKE Version: o IKEv1 IKEv2 @

Mode: © Main mode Aggressive mode
Initiate Connection: © Enable Disable
Local 1D Type: IP Address (IPV4_ADDR) -
Local ID: @
Peer ID Type: IP Address (IPV4_ADDR) -
Peer ID: @
IKE SA Timeout(s): 3600
DH Group: group 2 -
DPD: © Enable Disable @

Save Cancel
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Add Connection
DH Group:
DPD:

NAT-T:

group 2
© Enable Disable @
Enable © Disable @

Detection Interval and Max Attempts below are only applicable when DPD or NAT-T is enabled.

Detection Interval(s): 30
IMax Attempts: 5
Phase 1 Proposal: 3DES A MD5 v
Encryption Algerithm Auth Algarithm Operation
3DES MD5 Delete
@
1/16 entries
6) Lastly, go to Others to configure Phase 2 SA Timeout.
Add Connection X
Basics IKE Options Others
Max Attempts: 10 O]
IPSec SA Timeout(s): 28800
Expiration Time: Enable © Disable
Cancel
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Chapter 3 Precautions

1. Make sure local and peer device settings are consistent.

2. Ensure the UDP500 and UDP4500 between two devices can

communicate normally, or else unable to connect.

3. The lifetime for phase one and phase two is recommended to use
28800 seconds. If the lifetime uses 3600 seconds, it will be ended very

fast.

4. When testing in LAN, the source IP and the destination IP must match
the Local and Peer IP configured in Encrypted Traffic, otherwise, the

data cannot enter the VPN tunnel.
5. Bridge mode does not support IPsec VPN.

6. Before configuring IPsec VPN on NGAF, you need to Go to Network>

IPsec VPN> Status to enable VPN service.

7. Make sure that NGAF has sufficient VPN License.
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