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Chapter 1 Deployment Resource

Testing Material Name

Instruction

BBC installation package

BBC installation package download address:
BBC2.5.0_20180630.ova:
https://drive.google.com/open?id=10KNxq8r12n

SwHLb XzKvDznZBNH 3IdR

BBC2.5.1EN(20180918).pkg:
https://drive.qoogle.com/open?id=1wxnmMgk8C

hgCaGtQ7yRG0Z04dxJp2eGd

BBC2.5.2_B(20181108-151614).pkg:
https://drive.qoogle.com/open?id=1 66bbPMILp

|IGGSFVGCImZYFK1kug 20

Note: BBC2.5.0 20180630.ova is a Chinese
version BBC, You need to execute one command
in the BBC backend to convert to the English
version.

BBC Sofeware platform

Ova Virtualization Deployment (Vmware, Sangfor
aClOud)

License Key

Currently, the test serial number authorization
can only be applied through China domestic
mobile number. If the local office requires test,
you could seek for China local office personnel or
CTl personnel to assist on the application.



https://drive.google.com/open?id=1wxnmMgk8ChgCaGtQ7yRG0Z04dxJp2eGd
https://drive.google.com/open?id=1wxnmMgk8ChgCaGtQ7yRG0Z04dxJp2eGd

Chapter2 BBC Deployment Instruction

2.1 BBC environment deployment

BBC Center device only supports single-arm deployment.
Connect the LAN port to the internal network core switch.

Port mapping is required on the front gateway device to map the TCP/UDP port 5000.

7 INTERNET

BBC deployed in
Single-Arm Mode

LAN
BBC only supports single-arm deployment, but there are two supported modes:

1. QOva Virtualization Deployment (Vmware, Sangfor aCloud )

2. Hardware BBC device

Note:Recommended ova mode deployment



BBC deployment reference specification as follows:

Specification Type CPU Memory System Hard Disk | Data Hard Disk
Testing Lowest 8 Core 8G 240G 500G
Specifications

Testing Rlegorrllmended 8 Core 16G 240G 500G
Specifications
Enterprise Recommended 8 Core 32G 240G 500G

Specifications

2.2 Deployment steps

1. Import BBC2.5.0_20180630.ova image into aCloud or Vmware,and then configure
an IP address for the BBC (Notes:This BBC is a Chinese version)

The following picture shows the location of the aCloud import BBC ova image.
Import operations can be done according to the aCloud wizard prompts

Create New Virtual Machine

Choose a way to create a new virtual machine. Choose a way to create a new virtual machine.

J' Create New Virtual Machine E Create Standalone Oracle Database
-

.1 Clone VM % Create Oracle RAC Database (cluster)

/""g‘ Import Virtual Machine G SRS

After the BBC is imported into aCloud, you need to link the first NIC of the BBC to the
virtual network.

% SANGFOR aCloud Networking Storage Nodes System

¢ Refresh [ Console [> Power On Take snapshot  [3] Backup | [# Edit More ~

Throughput ¥ | CPU | Memory | 10 Speed ¥




Name:

ol

& HA:
Datastore:
Run on Node:
Guest 0S:

Configuration Advanced

Edit Virtual Machine (BBC Labs Demo_192.168.20.21)

BBC Labs Demo_192.168.20.21
SD WAN Labs
Select
Migrate to another node if the node fails
VirtualDatastore1
192.200.19.19

Linux 3.X/2.6 Kernel 64 bit

HA Settings (1)

W

-]

W& Other Hardwares

@ Add Hardware ¥

W

Processor 4 core(s) Enabled
W emory 16 GB Connected To:  DefaultEdge [+]
= Disk 1 240 GB
Advanced
= Disk 2 500 GB
Adapter Model: Intel E1000
| mm cthl Connected To: DefaultEdge
MAC Address: FE:FC:FE-AE-22:11 8]

.

You need to power on the BBC at last:

3<s SANGFOR aCloud
g

Compute > (BBC Labs Demo_192.168.20.21)

(-] Console

73 Refresh

CPU Usage

0

2.2 GHz X 4 core(s)

[> Power On

Memory Usage

0 - 1

Total: 16 GB

Eraa: 18 QR

Networking

Summary

Disk Usage

%

Total: T40 GB

Eraa- 724 12 R

Storage

= Backup

Nodes System

Take snapshot

[# Edit More v

Throughput ¥ ‘ cPU | Memory | 10 Speed ¥

2-5-2018 15:37:58

® Outbound: 0 bps

Then, You need to login to the BBC background to configure the BBC LAN port IP
address. The steps are as follows:

(1) Click Console on the BBC virtual machine management interface to enter the BBC

background interface, as shown below :



Summary Snapshot Backup/CDP Permissions Tasks Alarms

73 Refresh [ Console > [] ShutDown [[] Suspend Take snapshot (51 Backup [Z Edit More v

H Status

Throughput ¥ | CPU | Memory | 10 Speed ¥

CPU Usage Memc-".% Disk Usage

24 1 -«

(2) Log in with the following account: root/aminsangfornetwork

Welcome to the SANGFOR BEC
https:--10.250.0.7

Sangfor :aSVU-host-fefcocferd4aZe ~=f 8
Sangfor :aSVUrshost-fefcocferUdaZe =¥ 1
Sangfor :aSUrshost-fefcfeTD4aZe ~=f #

(3) Using the command of ifconfig to configure the BBC LAN port IP according to your
plan. We configure the BBCLAN port IP as 192.168.20.21 in this case:

Command1: ifconfig eth0 192.168.20.21 netmask 255.255.255.0
Command?2: route add default gw 192.168.20.1

Helcome to the SANGFOR BBC
https:rr10.250.0.7

Sangfor raSU-shost-fefcfefbD4aZe

Sangd V<hast—fefefedidaie

Sangfor raSU-shost-fefcfefbD4aZe ifconfig ethd 192 .168B.20.21 netmask 255.255.
255.0

Sangfor raSU-shost-fefcfefbD4aZe route add default gw 192.168.2Z0.1
Sangfor raSU-shost-fefcfefbD4aZe

(4) Login BBC with IP 192.168.20.21.
Login address : https://192.168.20.21



https://192.168.20.21/

Notes: BBC2.5.0_20180630.0va is a Chinese version BBC, You need to upgrade the
BBC to 2.5.2 and then execute one command in the BBC backend to convert to the
English version

Log in with the following account: admin/admin

hitps://192.168.20.21/bbc/login

";. S =
CE REERz=IT

433l g ehl

Log in to the BBC console to reconfigure the BBC LAN interface IP address :
Step:
(1) The console page jumps to the network configuration page as shown below :
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(2) Reconfigure the LAN interface IP address:
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NMEIRETEEES = e = 3 B

W E Jilalrx=2a g

192.168.20.21

255.2535.255.0

192,168.20.1|

2. Upgrate the BBC.2.5.0to BBC 2.5.2_EN
BBC2.5.2_B(20181108-151614).pkg:
https://drive.google.com/open?id=1 66bbPMILp jGGSFvGCIMZYFK1kug 20
Path : [E#] -- [R&EFHLK]
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Click the button shown below to load the upgrade package and upgrade to BBC2.5.2.
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https://drive.google.com/open?id=1_66bbPMILp_jGGSFvGCJmZYFK1kuq_20

BEIHET BBC2.5.0

ARAHGEF

Upload the upgrade package:

IEE Ef%

IFfE F&30E: BBC2.5.2_B(20181108-1531814).pkg

e 12 %

After uploading the upgrade package, click the button below to start the upgrade :




3) A%

SEZAEA A

BUiE

3. Log in to the BBC background and execute the following command to convert
the BBC to English version.

Command1: switch_i18n.py en_US

Command2: reboot

Sangfor raSU-shost—fefcferl4azZe »sf B switch_il8n.py en_US
Switch to English [en_US] environment

il8n will be ok after reboot

Sangfor ;aSU-shost—fefcferfd4azZe ~=f 1

SangfﬂrQQSU/host—fochTB4a23 =¥ B reboot
[ 1799.685194]1 L[watch_rebootl: get reboot(l) at 4295342218....

Hessage from syslogdlfhost—-fefcferOd4aZe at Dec 5 19:42:33 ...
kernel :[L 1799.685%194]1 [watch_rebootl: get reboot(l) at 4295342218....

The sy=tem i= going dowun for reboot HOWtO4aZe (ttyl) (Hed Dec 5 19:42:33 201
IHIT: Switching to runlevel: B

IHIT: Sending processezs the TERH =zignal

C 1 Stoping cron: : OK*t.

L....]1 Stoping sdog: : DK*¥_




After restarting, BBC becomes English version:

Hotline: +60 12711 7129(7511)

N J /
R uroRT More services in Sangfor Tech -*g— Branch Business Center
+6012711 7129 (7511) Support Community 20

‘One Concise Console

Saves All Branch [T Operations

P Ko 7. .4‘

4. License Key: Currently, the test serial number authorization can only be applied
through China domestic mobile number. If the local office requires test, you
could seek for China local office personnel or CTI personnel to assist on the
application.

nter  Home Branch VPN Policies Alarms Report

License Key Date and Time Sub Administrators
Purchase license to gain better @ Set date and time, or sync time Create sub administrator
after-sale services. with NTP server accounts

threshold and delivery method configuration, and restore
system to factory defaults

to needs of different scenarios.

System Settings Alarm Options System Backup and Restore
Change system settings to cater Specify alarm-triggering events, Back up logs and system

Tasks and Alarms Shut Down and Restart Upgrade
Operational logs and system Shut Down and Restart Keep your BBC software up to

5. Dnat: Port mapping is required on the front gateway device to map the TCP/UDP
port 5000
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